HUONG DAN XAC PINH KHOANH VUNG

MAY TiNH NHIEM MA PQC

Trwong hep ndy a4p dung cho dia chi IP dwec dung béi nhiéu may con, vi du IP
dwogc dung cho LAN truy cap Internet,...

Ciac truong hop dwoc hwéng din ¢é so dd mang thude cac truong hep:

1. Tat ca may con sit dung IP di qua may cai dit cac dich vu DNS, ISA,
IPTABLES,...

2. Tat ca may con sir dung IP di qua ROUTER, SWITCH c¢é cong MONITOR,
SPAN.

3. Trwong hep khéc.

TRUONG HOQP 1: S6 lwgng may con Ién hon 10 va tit ca may con di qua may tinh
cai dat dich vu nao dé. Vi du DNS, ISA, IPTABLES,...

1. Poi véi Hé diéu hanh Windows (ISA, DNS,...):

+ Cai dat Wireshark duoc tai tai http://www.wireshark.org/download.html

+ Tién hanh bat géi tin di qua may ndy. Xem hinh dudi:
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http://www.wireshark.org/download.html

7 wireshark: Capture Options =10l x|

~Zapture
Caphure| Inkerface JLink-layer headerProm. Modelsnaplen [B'I_Eiuffer [ME]: :I
Sun {Microsoft's Packet Schedul...
- 192,188 56,1 Ethernet enabled default 1
¥Mware ¥irtual Ethernet Adapte...
- 192 168.21.1 Ethernet enabled default 1
{,';'}E!Igp‘i}:,zftu-’fluu YE Network Co... Ethernet enabled default
) ngﬁgrﬁ '|1|'irl:ua| Ethernet Adapte... Ethernet enabled default 1
Nhan dup vao card mang dang dung T
| | _*I
[T Capture on all interfaces Manage Interfaces

¥ Capture all in promiscuous mode

72! Edit Interface Settings 10| x|

~Capkure
Interface:  Intel(R) PRO{100 VE Metwork Connection (Microsoft's Packet Scheduler) : \Device\NPF_{13FEBFI5-65CA-4460-8675-24C FEFFIEBEF}

IP address: 197.168.1.740

Link-layer header type: IEthemEt :‘-— + ChT bt phitng gl idn cuan 161 dich ma m dée dang két ndi 167 ftrang vi dy
W Capture packets in promiscuous mode nay hast dich fa 8 8 8 8)

- I E + Trdng how nkigy dich ding Enk: host B.8.8.8 or host 8.8.4.4
Limit each packet ko 65535 | byt :
[ Linit sach packet to :I B Mhikag host nay divoc WVNCERT cung cdp kém theo

Euffer size: |1 ﬂ rmegabrytels)
Capkure Filter: | Ihost &.8.8.8 j P —— |

Help | oK, Cancel |




T4 wireshark: Capture Options -10| x|

Capkure
Caphure| Inkerface JLinkaver headerProm. Modelsnaplen [B'I_BuFFer [ME'II:I
Sun {Microsoft's Packet Schedul...
[ T4z 165 EE 1 Ethernet enabled  default 1
¥Mware ¥irtual Ethernet Adapte...
[ 14 16811 Ethernet enabled  default 1
Intel{R) PRO,/100 ¥E Network Co...
[+ TN Ethernet enabled  defaulk 1
¥Mware ¥irtual Ethernet Adapte...
[ 19 TE8dL.1 Ethernet enabled  defaul 1
=
k1| | 2
[ cCapture on all inkerfaces Manage Interfaces |
[+ Capkure allin pramiscuous mode
Capture Fileis) Display Cptions
File: ITén—File—Nm—Lm" Browse. .. | [+ Update list of packets in real time
W Use multiple Files [+ Use pcap-ng Format

= v Automatic scrolling in live capture
[V Mexk File every |1III| j Imegabyte(s} j

[ Mext File every |1 = | EEE] ||| ¥ Hide capture info dialog
[ Ring buffer with |2 j Files

- Marme Fesolution
[ Stop capture after |1 =1 Filels)

[+ Erable MAC name resalution

Stop Capkure ...
[ ... after I1 j packetls) [ Enable netwark name resolution
[ ... after |1 ﬂlmegah‘;fte(s} j
. ; '
[ ... after |1 jlminutequ j [+ Enable transport name resolution

Help | Stark Close

+ Nhan Start dé bat dau qua trinh bat gai tin. Nén nhd ¢ hinh cubi ciing, néu luu
luong qué 16n thi nén bé dau check & & ¢ dong “Update list of packets in real
time”.

+ Néu khdng c6 goi tin nao thuoc loc trén thi ¢ thé cam may cho chay trong vong
12 tiéng.

+ Néu c6 gai tin nao hién Ién thi chi can bat trong vong 10 phut. Pia chi IP con
dang thuc hién két ndi chinh I IP nhiém Botnet.

2. Po6i véi Hé diéu hanh Linux (IPTABLES, DNS,...):



+ Két ndi vao SSH hoic dang nhap truc tiép trén may do vaéi quyén root.

+ Néu chua cai dit tcpdump thi dung 1énh “yum —y install tcpdump” dé cai.
+ Néu di cai (da sd da cai) tepdump thi dung Iénh sau dé bét goi tin
“tcpdump -w sniff.pcap -sO dst 113.160.38.4”.

Trong d6 113.160.38.4 14 host. Pia chi ndy VNCERT s& cung cap trong qua trinh
canh béo.

Sau 15 phdt nhan Ctrl + C dé thoat va tién hanh phan tich. Néu c6 may con két néi
t6i dia chi dich da cung cap thi dia chi may d6 chinh 1a dia chi may tinh bi nhiém.

nkwa twpl #

cienkma cmpl #

4 root root 4.

 sniff.poap




TRUONG HQP 2: S6 lwgng may con Ién hon 10 va tit ca may con di qua ROUTER
hay SWITCH c6 cong MONITOR hay SPAN.

Céng MONITOR hay SPAN 14 cang ma c6 nhigm vu gii# 1 ban copy ciia cdc géi tin di

ra vao trong Switch.

+ Truong hop nay 1a phd bién. Cach cau hinh phai 1a nguoi am hiéu vé ky thuat. Vi du
dudi day huéng dan cau hinh Switch.

+ Login vao quan ly Switch c6 giao dién (cac loai khac tuwong tu).

= Switch Status
= |P Access List

= Set-up
= Password

= Port Configuration
= Statistics

= QoS
= VLAN

= Trunking

= Monitor

= Advanced
Spanning Tree
SNMP Configuration
IGMP Snooping Status
Static Multicast Groups

Port Rate Setting
Storm Control

Switch Status

Fefresh | Help |

Product Hame FST26T

Firmware Version w123 02
Protocol Version 2.001.002

DHCP Disable

IP address 19216819
Subnet mask 25525524540
Default gateway 192.168.1.10
MAC adidress 00-14-Ge-e5-b3-Hb
System Name WHRCERT

Location Name Mohiep Wu

Login Timeowt {minnes) L)

System UpTime 2 days 15 hours 58 mins 55 seconds

PORT Status
Flow Link Port
o Speed Control Status Description D
101100 Mbps
01 |Auto on 100 Full 02 |
03 lantn aly! ANk Fall nd s

+ Vi du lay cong s 25 trén Switch lam cong Monitor:




Monitor Setting

Sniffer
Port
Group 1 01 02 03 04 05 06 07 08 09 10 11 12 13
Suce W FF M FEFWMFEFVFVFEFEFERFE
Port 14 15 16 17 18 19 20 21 22 23 24 25 26
(72 2 2 2 I I 2 2N R "2 I I

25 =

Apply | Help |

+ Sau khi cau hinh xong, nhin vao Switch (hinh duéi) chiing ta ndi day mang vao
cong 25 va mot may tinh co cai dat Wireshark. Tién hanh bat goi tin trén
Wireshark theo huéng dan hinh dudi.

+ Cai dat Wireshark duoc tai tai http://www.wireshark.org/download.html



http://www.wireshark.org/download.html

+ Tién hanh bat géi tin di qua may ndy. Xem hinh dudi:

4! The Wireshark Metmorl finaluzar Mificachael 1 2 2 f5YN Rey 45256 from /trunk-1.8)]

File Edit Wew Gd | Capture  Analyze Statistics  Telgphony  Tools  Internals  Help
a_ @ @ Bl Interfaces... Zhrl+1 = |
Bl Options, .. CEFlHE
@ Start Chrl+E Clear Ap
Stop ZhrlH-E
g Restart k4R
_ lost Popular Network Protocol Anal
i Capture Fiters... M Rev 45256 fram frumk-1.8)

“i! wireshark: Capture Options =10l x|

~Zapture
Caphure| Inkerface JLink-layer headerProm. Modelsnaplen [B'I_Eiuffer [ME]: :I
Sun {Microsoft's Packet Schedul...
- 192,188 56,1 Ethernet enabled default 1
¥Mware ¥irtual Ethernet Adapte...
- 192 168.21.1 Ethernet enabled default 1
{,';'T_FEIER}:,E?D-"IIDD YE Network Co... Ethernet enabled default
) ngﬁgrﬁ '|1|'irl:ua| Ethernet Adapte... Ethernet enabled default 1
Nhan dup vao card mang dang dung T
| | _*I
[T Capture on all interfaces Manage Interfaces |

¥ Capture all in promiscuous mode

4! Edit Interface Settings

~Capkure

=101 x|

Interface:  Intel(R) PRO{100 VE Metwork Connection (Microsoft's Packet Scheduler) : \Device\NPF_{13FEBFI5-65CA-4460-8675-24C FEFFIEBEF}

IP address: 197.168.1.740

bz ooy e IEthemEt :‘-— + Ch b nfilkng gdl ign quan tdi dich ma mE ddc dang kBt ndi ti {trong widy
¥ Capture packets in promiscuous mode nay host dick 13 88 5.8
- I E + Trrding hop nhiéu dich ding iEnk: host 8888 or host 55,4 4
Lirnik h ket bo 5555 —{ bt g ; 5
[ Linit sach packet to = :I B Mhikag host nay divoc WVNCERT cung cdp kém theo
Buffer size: |1 j megabyte(s)

Capkure Filter: | Ihost &.8.8.8 j Zompile BPF |

Help | oK

Cancel |




T4 wireshark: Capture Options -10| x|

Capkure
Caphure| Inkerface JLinkaver headerProm. Modelsnaplen [B'I_BuFFer [ME'II:I
Sun {Microsoft's Packet Schedul...
[ T4z 165 EE 1 Ethernet enabled  default 1
¥Mware ¥irtual Ethernet Adapte...
[ 14 16811 Ethernet enabled  default 1
Intel{R) PRO,/100 ¥E Network Co...
[+ TN Ethernet enabled  defaulk 1
¥Mware ¥irtual Ethernet Adapte...
[ 19 TE8dL.1 Ethernet enabled  defaul 1
=
k1| | 2
[ cCapture on all inkerfaces Manage Interfaces |
[+ Capkure allin pramiscuous mode
Capture Fileis) Display Cptions
File: ITén—File—Nm—Lm" Browse. .. | [+ Update list of packets in real time
W Use multiple Files [+ Use pcap-ng Format
. v Automatic scrolling in live capture
[V Mexk File every |1III| j Imegabyte(s} j a

[ Mext File every |1 = | EEE] ||| ¥ Hide capture info dialog
[ Ring buffer with |2 j Files

- Marme Fesolution
[ Stop capture after |1 j File(s

[+ Erable MAC name resalution

Stop Capkure ...
[ ... after I1 j packetls) [ Enable netwark name resolution
[ ... after |1 ﬂlmegah‘;fte(s} j
. ; '
[ ... after |1 jlminutequ j [+ Enable transport name resolution

Help | Stark Close

+ Nhan Start dé bat dau qua trinh bat géi tin. Nén nhé ¢ hinh cudi cing, néu luu luong
qua 16n thi nén bé dau check & 6 c6 dong “Update list of packets in real time”,

+ Néu khong c6 gdi tin nao thudc loc trén thi cé thé cam may cho chay trong vong 12
tiéng.

+ Néu c6 goi tin nao hién Ién thi chi can bt trong vong 10 phat. Pia chi IP con dang thuc
hién két ndi chinh 13 IP nhiém Botnet.

TRUONG HQP 3: Truong hop khac




Ddi véi truong hop khac bao gom khdng cé cac thiét bi trén hodc cung chung LAN,
ching ta st dung ARP Spoofing nham gia mao dia chi IP gateway va diéu huéng tat ca
cac may trong LAN di qua mét dia chi may da gia mao. Chi tiét xem tai video huéng
dan: http://www.youtube.com/watch?v=4ZmYa_3UCVw

Notice: Théng tin hd tro khac.

Trong qué trinh lay théng tin néu chwa rd hoic can hd tro thi cé thé:
a.Support qua Yahoo ID: hatienkma
b.S6 dién thogi: 0986.334.358

c. Email: hvtien@vncert.vn



http://www.youtube.com/watch?v=4ZmYa_3UCVw

