HUONG DAN GO BO MA PQC TRONG
MAY TiNH BI NHIEM

Paiy la truong hop da biét chinh xac may nao bi nhiém Botnet
LUU Y: Trwéc khi x6a bé file gi, hay sao lwu truéc khi xoa.
Tai bo Tools cia Microsoft tai:
http://download.sysinternals.com/files/SysinternalsSuite.zip
1. Hé diéu hanh:
+ Phan mém trén chi chay dugc trén hé diéu hanh Windows.

2. Cac két ndi hién tai:

+ Chay chuong trinh TCPView.exe trong goi tai & trén. Cho chay rdi luu lai
xem tién trinh ndo dang két ndi toi dia chi Pich da cung cap ¢ email. Vi du ¢
hinh dudi, IP dich néu 1a 173.252.102.241 thi tién trinh cé tén firefox.exe

dang nhiém ma doc Botnet.

a4 TCPView - Sysinternals: www.sysinternals.co
File Options Process View Help
| Hx =
Process FID Protocol Local Address Local Port Fiemote Addrese © Remate Port 5
[F7 svchost exe belal TCPYE (00 0 0 0 0 0] 49154 (0 0 0 0 0 0 0 1] L%
|0 |zass.exe A64 TCPYE (00 0 0 0 0 0] 41155 (0 0 0 0 0 2 0 1] L%
B services.exe el TCPVE (0000 00 0:.0:0] 49157 (000 0:0:0: 0:10) 0 LI
(17 zvchost exe ey TCPYWE [0 0 0 0 0 0 0:00) 49158 00 0 0 0 e 0 e 0] 1] [
| @ firefox exe 2276 TCP 192 168.1.24 h4783 173.252102.241 443 ES
@ firefox exe 2276 TCP 192 168.1.24 B47Th 173194127 182 443 ES
& firefox exe 2278 TCP 192.168.1.24 BR163 173194.37.47 443 ES
@ firefon exe 2278 TCP 192.168.1.24 BR164 17319437 47 443 ES
=1 googletalkplugin.exe 4aaa TCP 127.0.01 h4a15 127.001 h4339 ES
[~ googletalkplugin.exe 4gaa TCP 127.0.01 h4a15 127.001 R4a17 ES
[ plugin-container. exe 4592 TCP 127.0.01 BT 127.001 B415 ES
(27 plugin-cantainer. exe 4R92 TCP 127.0.01 h4393 127.001 R4315 ES
@ firefox exe 2276 TCP 127.0.01 R4708 127.001 h4709 ES
@ firefox exe 2276 TCP 127.0.01 54709 127.001 B4708 ES
& firefox exe 2278 TCP 192.168.1.24 BR1E0 125128100 443 ES
@ firefox exe 2278 TCP 192.168.1.24 BR157 113708 443 ES
FileZilla zerver exe 1800 TCP n.o.oo 21 0.00.0 0 LIt
httpd. exe Fifs TCP n.0.o0n an 0.00.0 0 LI
17 svchost exe 716 TCP n.0.o0o 135 0.00.0 0 LIt




3. Dirng/x6a c&c Process (tién trinh) dang chay:

Chay file Procexp.exe trong goi tai ¢ trén. Nhu & Vi du trén xac dinh
tién trinh c6 PID=2276 thi click phai chudt va tién hanh “kill” tién trinh.
Budc nay nham xda tién trinh dang chay dé xda file bi nhigm.

File Options View Process Find Users Help

= INEIR-IG=1=- ST Y- RN 1 14 NN L
Process CPU  Private Bytes = Worddng Set  PID  Description Ci
B System |dle Process 4724 0K 28K 0
= & System 111 48 K 556 K 4
B Intemupts hid 0K 0K n/a Hardware Intemupts and DPCs
[m7|smss exe 192 K 680K 252 Windows Session Manager  Mi
[m7csmss exe 0.05 1616 K 4388 K 388 Client Server Furtime Process M
= wininit . exe 8h2 K 3408 K 456 Windows Start-Up Application  Mi
ijGnugleDﬁshHandler.exe 1,060 K bed K 2624 Google Crash Handler Go
[m7csmss exe 0.84 1512 K 44 680 K 6400 Client Server Runtime Process  Mi
=l [mwinlogon exe 828 K 3868 K 11544 Windows Logon Application  Mi
(=7 dwm exe hil 46,580 K H2ZK 5404 Desltop Window Manager Mi
= = 468 50248 K 81588 K
= [#) SynTPEnh.exe 0.01 2304 K 10,208 K 7956 Synaptics TouchPad Enhan... Sy
ﬂ]S}nTFH&lp&r.m& 438 K 2416 K 7836 Synaptics Pointing Device H... Sy
B Unikey exe 1184 K hIGK a8
Hnutepadﬂ.m 0.10 44 568 K 46428 K 6260 Motepad++ : afree (GHNU)=o0... Do
F_ﬂémmc.ﬁt& 10,764 K 23652 K 616 Microsoft Management Cons... Mi
&Tﬂpﬂ&\v.m& 10.79 6,440 K 13,028 K 2764 TCPAUDP endpoint viewer Sy
,Q | DrOCEND X8 10.79 13,544 K 25,376 K 6588 Sysintemals Process Explorer Sy
2276 Firefox
plugin-container.exe . : [ 20 Flugin efon
=l [m " plugin-cortainer.exe 4532 K 5860 K 4592 Plugin Cortainer for Firefou M
[~ googletalkplugin exe 0.02 G176 K 13,036 K 4888 Hangouts Plugin Go




4. Céc Process sé khéi dong cung hé thong:

Chay file Autoruns.exe trong goi tai vé & trén. Cho chay hét (mit
khoang 1 phat) sau d6 check vao cac ddu check ¢ cac dong Options/Hide
Microsoft and Windows Entries va Verify Code Signatures (xem hinh duron)
sau d6 F5. Nhitng chuong trinh nao dugc ky (cé chix Verified) thi ¢d thé bo
qua, cac chuong trinh nao cé chir hoac thi la
chuong trinh nghi ngd ma doc. Dé kiém tra c6 thé copy céc file nay upload
1én http://www.virustotal.com dé kiém tra. Néu cac Antivirus cho 1a Virus
thi can xda bo tap tin nay.

= Autoruns [CENTER ' Administrator] - Sysinternals: ww

Fil= Entry | Opkions User  Help
| L'E‘ |E1 3 Include Empky Locations
v Hide Microsoft and Windaows Entries

Hide Windaws Entries .

=} Even I F-)
———  Verify Code Signatures

Autarun Ent J Desc

#f HELMY  Font... ionFur

[ &PSD aeman Apple

5. Bit goi tin bang Wireshark

Pay 1a truong hop kiém tra chic chan may tinh dang kiém tra ton tai Ma doc
tham gia mang luéi Botnet. Bé kiém tra 1am theo cac budc:

+ Cai dat Wireshark duoc tai tai http://www.wireshark.org/download.html

+ Tién hanh bat géi tin dang ra-vao trong may. Xem hinh dudi:

1! The Wireshark Metmorl finaluzar Mufivachael 1 2 2 f5YN Rey 45256 from /trunk-1.8)]
File Edit Wew Gd | Capture  Analyze Statistics  Telgphony  Tools  Internals  Help

@ Bl Interfaces... Zhrl+1

Filker: I

. ¢ o

T L BB X

j Expression... Clear Ap

I

Qpkions., ., CEFlHE
B skart Chrl+E
. Stop Chtl+E
B Restart k4R

_ lost Popular Network Protocol Anal
B Capture Filters. . M Rev 45256 from ftrunk-1.8)


http://www.wireshark.org/download.html

7 wireshark: Capture Options =10l x|

~Zapture
Caphure| Inkerface JLink-layer headerProm. Modelsnaplen [B'I_Eiuffer [ME]: :I
Sun {Microsoft's Packet Schedul...
- 192,188 56,1 Ethernet enabled default 1
¥Mware ¥irtual Ethernet Adapte...
- 192 168.21.1 Ethernet enabled default 1
{,';'}E!Igp‘i}:,zftu-’fluu YE Network Co... Ethernet enabled default
) ngﬁgrﬁ '|1|'irl:ua| Ethernet Adapte... Ethernet enabled default 1
Nhan dup vao card mang dang dung T
| | _*I
[T Capture on all interfaces Manage Interfaces

¥ Capture all in promiscuous mode

72! Edit Interface Settings 10| x|

~Capkure
Interface:  Intel(R) PRO{100 VE Metwork Connection (Microsoft's Packet Scheduler) : \Device\NPF_{13FEBFI5-65CA-4460-8675-24C FEFFIEBEF}

IP address: 197.168.1.740

Link-layer header type: IEthemEt :‘-— + ChT bt phitng gl idn cuan 161 dich ma m dée dang két ndi 167 ftrang vi dy
W Capture packets in promiscuous mode nay hast dich fa 8 8 8 8)

- I E + Trdng how nkigy dich ding Enk: host B.8.8.8 or host 8.8.4.4
Limit each packet ko 65535 | byt :
[ Linit sach packet to :I B Mhikag host nay divoc WVNCERT cung cdp kém theo

Euffer size: |1 ﬂ rmegabrytels)
Capkure Filter: | Ihost &.8.8.8 j P —— |

Help | oK, Cancel |




T4 wireshark: Capture Options -10| x|

Capkure
Caphure| Inkerface JLinkaver headerProm. Modelsnaplen [B'I_BuFFer [ME'II:I
[ ﬂ;"ég‘;ﬂ"surt.s Packet Schedul... Ethernet enabled default 1
[ ngﬁgrﬁ '|1|'irtual Ethernet Adapte... Ethernet enabled default 1
[+ {;g:ﬂ{sﬂ.l}zf"‘uﬂﬂflﬂl] VE Network Co... Ethernet enabled default 1
[ ng‘;‘:rﬁ '||1|'irl:ua| Ethernet Adapte... Ethernet enabled default 1
=
k1| | 2
[ cCapture on all inkerfaces Manage Interfaces |
[+ Capkure allin pramiscuous mode
Capture Fileis) Display Cptions
File: ITén—File—Nm—Lm" Browse. .. | [+ Update list of packets in real time
W Use multiple Files [+ Use pcap-ng Format
. v Automatic scrolling in live capture
[V Mexk File every |1III| j Imegabyte(s} j a

[ Mext File every |1 = | EEE] ||| ¥ Hide capture info dialog
[ Ring buffer with |2 j Files

- Marme Fesolution
[ Stop capture after |1 j File(s

[+ Erable MAC name resalution

Stop Capkure ...
[ ... after I1 j packetls) [ Enable netwark name resolution
[ ... after |1 ﬂlmegah‘;fte(s} j
. ; '
[ ... after |1 jlminutequ j [+ Enable transport name resolution

Help | Stark Close

+ Nhan Start dé bat dau qua trinh bat gai tin. Nén nhd ¢ hinh cubi ciing, néu luu
luong qué 16n thi nén bé dau check & & ¢ dong “Update list of packets in real
time”.

+ Néu khdng c6 goi tin nao thuoc loc trén thi ¢ thé cam may cho chay trong vong
12 tiéng.

+ Néu c6 goi tin nao hién 1én thi chic chan may dang c6 tién trinh nhiém Botnet
va dang két ndi ra ngoai. Quay lai dung cong cu TCPView dé xac dinh tén tién
trinh va xo0a bo.



Trong qué trinh lay thdng tin néu chwa ré hoic cin hd tro thi co thé:
a. Support qua Yahoo ID: hatienkma
b. Sé dién thogi: 0986.334.358

c. Email: hvtien@vncert.vn




